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Agenda

e Our Branch, ISCB...
e \What we do overview...

e Threat And Suspicious Incidents
(TSI1): INPUT & OUTPUT

e Our Vision and Challenges...
e Open Floor...
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o Intel and Security Countermeasures
Intelligence Branch

US Army Corps
of Engineers

Provide timely and relevant intelligence/ information
o briefings, 1&W, threat assessments/analysis, and/or
other intelligence-related products to USACE personnel,
assigned and attached, in support of civil and military
engineering operations worldwide.

LTC Joe Lowman g;{ g@ Andy Calkins GG-14
““ ‘ Intelligence

Homeland Security “ Intel Support to OPS

“ “ “ “ Contractor Site Lead

FOR OFFICIAL USE ONLY

Special Programs Intelligence - “




Current ISCB Support Capablilities

» Technology Protection
 AT/FP
o Security Policy & Education

o Information Security P

» Special Programs
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US Ar i}y Corps
o

Areas of Responsioility

/{ Tm Lead (FLOATER)
N

R Intel Spectrum

i LE Spectrum

» AOR’s Divided between East and West with Tm Lead Floater.
e Criminal analysts and Intelligence Analysts teamed together.

» Daily review of traffic and data/analysis feeds into unclassified and
classified reporting systems.

e Scheduled and ad-hoc analysis.

e Regular coordination with HLS community.
FOUO/LES



Homeland Security
What is a 7S1?

o W
s

l:-,
}‘W

e N { VL -Surveillance

| - sSecurity Tests
*Over-flights
Bomb Threats
*Elicitation

sSuspicious Activity

< A TSI Is a Threat or Suspicious Incident/Activity that occurs on or in
proximity of US Army Corps of Engineer property;

» System created Oct 01, modified Oct 03.

e Module of the USACE ENGLInk, Emergency Management System and
Incident Reporting System, or “IRS”.

TSI’s are not uniquely reportable through the SIR System;

» TSI incident types are adopted from the TALON reporting system, as
directed by DEPSECDEF.
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The IRS System

ENGLink: USACE Emergency Management System

e Accessed From
e - o - D ) 0| Quewch wirwortes Gvetn B | i ZELnk
Address i@__htt h O m e p ag e

Library

File Wiew  Favorites

‘englink, usace . army

-ENGLink

INTERACTIVE

e Must have correct

‘f News ]” ENGLink _]/Mans ]’ raining ]/References ]/Search | TopPicks *~ My ENGLink
Global War on Terrorism Yacancy Announcements SITREPS/SPOTREPS RELEASED I t \
WITHIN THE PAST 24 HOURS ro es 0 ac C eS S
3 Are you interested in supporting the Global War - MWPIThe Dalles Darn Oil Spill-
on Terrorism? MNow, you can review a listing of Jan4/i002 : El .
positions being recruited, instructions for « 8PLuSan Bemarding Cty, CA [ January 2004 (] Th ree d Ifferent
wolunteering, and infarmation about the Elaodif0q IS MTuwTh F 5
countries or locations requesting personnel. To i .
vievy the GWOT Volunteer list, hover over Current 4567 8 910 re O rtS I n O n e
1 Operations and click the GWOT Yacancies link, LATEST 5 CORPS EVENTS |11121314151E1?
20-JAN-2004 |1s192021 22 2324
« The Dalles Dam il Shill-Jan04 95969728 20 3031 t m
« lee Jam Potertial 04-Mew York
14-JAN 2004 @ﬂ
oluntesr Enhancements « Private Dam Leak, Brown Co, IN ENGLIny
06-JAN-2004
: « Trop i
ERGLInk has recently made mm U;—rj'm‘:?u%;lune it
changes to the valunteer S
; : + Trop g
] section of the PDE. Mow when volunteering, an employee can he o cal Clne Hely
mare specific when entering volunteer information. Imrmediate LATEST 5 EVENTS FOR HO
dj Superisars and Emergency Managers are notified by email when s N SYSTEM UPDATE
; Zn 9"‘9'”\’99 v;\unéeers..Thls m” prom?tthe_lmn?:dlate | ) » Typhoon Lupit The ENGLIinkweb server has scheduled back-ups every
[ Pg";"“sdm o Drm_mergenc"h_a;;ager |D rf"'e‘f"f 2 9";‘_" 05’:9 & « CEGRD: Prov Divin Gulf Rewion Saturday from 0500 ZULU(01:00. EST) to 0700 ZULU
cleliret et |sapprove e un_eer dalpliniicle iy _:n » Moy 2003 Puerto Rico Flooding (02:00.EST). Users are unable to access the system during
Ernergency Manager will have a volunteer list hefshe can review « WIAS Taskings fom HGDA the back-up period
the volunteer status of employees and can nominate volunteered :
personnel for a tasker from a similar list. For further infarmation
ahout the EMGLink Volunteer Enhancements, click here. m;wnts
issions
My Executions
= My Situation Reports
e e e e s R s e htv Field Nntes
ICALKING, MARK (Andy) | MARK {Andy)'s ENGLINk \Wiew Subordinates |RolesHQ| Headguarters, US Army Corps of Engineers|

&
il start “ @ 5D 7| Bt :;&]ISCB...I ISCB.‘.I =] Task. ., Micmsof...| [EFER... l

[ [2 [ mtermet
| RGO BIOBS sszm
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T “In a Nutshell”
How TSI System Works

US Army Corps
of Engineers

3) Report is released for view via
email alert

SR CIORCR-)

> ‘ *DHS
-l 3) HQ Analysts may release to TSI

Mapper for HLS community view JITF-CT
*'NORTHCOM

*JTTFs
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US ArmyACorps
of Enginkers

Akl

Jii 1.0

* You create the

Incident Reporting System-Report LISt

Incident Reporting System

Create Report Last 5 SIR's Released Report

report. ENGLink o e 5-20030911-00012-00002 - Assault Global Reports

i neport LISt S-20030825-00010-00003 - Traffic SAM Raports EB
presents.lnmdent 5-20030711-00006-00001 - Traffic T
Type options, then Search S-20030711-00005-00001 - Traffic P

5-20030710-00004-00001 - Arson SAM Reports EB
Last 5 TS1's Released

intuitively knows Dynamic Reports

which type report T-20030912-00017-00001 - Threats
needs to be filled IES Front Page List Search Eeports
out.
Create New Incident Report

e« A search can be Part ONE
performed on Incident Type
reports that have * |-- Select a Type--
been created and Incident Sub Type

released. + [~ Select a Sub Type-- 7]

s Other Attributes

* Indicates a Eequired Field
[T ¥es, I am ready to submit this form.

MNext Clear Form Cancel

FOUO/LES



IVAL-OrpS
=0 'r“"hn Bers

usS

has been selected,
Part Two will be
displayed

e Select a date

« Select a Division,
District, City,
State, and Project

e Geo-Locate the
Report

 Enter the # of
Subjects, Victims,
Witnesses, and
Property

 Enter summary
information about

the incident
4

Creating A Report

IRS Front Page List Search Reports

|Rep|:|rt #: |
|0rganizatinn: |
Serious Incident Report - PART TWO

Subject Title:

The Incident Type you have chosen requires you to create a Serious Incident Report (SIR).
If you believe this is incorrect, please go BACK and select a different Incident Type.

WHEN
* Date of Incident: ||1?—Oct—2003 {dd-Mon-yyyy) | Time: || (24hrimn} IEST =l
Erom: | {dd-Mon-yyyy) | TA" {dd-Mon-yyyy)

% Division:"HQ Ll | & District:|lHQj

|
|
|
|
I WHERE
|
|
|
|
|

City: || | State: || j
Project: || j |0ther Location Details: ||
Owned By: || j | Property Type: |I ;!
Latitude: || | Longitude: ||

Get Location
Get GIS Location

I WHO

The following fields ask the number of people or properties involved. The numbers
submitted here will determine the fields displayed on the next screen. If there are
not people or properties involved, leave blank. At any point, additional people
or properties may be added.

| Yictim: I | Witness: I |
I WHAT

| Category: i]. |
|

|

Subject: Property: I

Incident Type: |Arson
Attributes: |

Incident Sub Type: iGDuernment Property |

Has this incident or similar incident occurred before in the same location? || Mo j

Summary of Incidents

[ |

Remarks

FOUO/LES



will be determined
by # entered
beside each

Providing Subject, Victim,

Witness, Property Data

People Involved

Create SUBJECT

heading

Enter data that is

known, including

Vehicle

Identification,

personal

descriptions, etc

Once all screens

are completed, the

report will be

displayed with the

updated

information

* Indicates a Required Field
™ yes, 1am ready to submit this form.
add Hew SUBJECT |

Clear Form Cancel |

|
| Last Name: || ‘ First Name: || ‘ Middle Init: ||
| Subject Type: || j ‘ Person Sub-Type: |I j ‘
| Gender: || _'J ‘ Age: || ‘ Hair: || _'J
| Height: || ‘ Eyes: || j ‘ Race: || j
| Weight: || ‘ Languages: || j ‘
| Identifying Marks: || ‘ Place of Birth: || lDate of Birth: || (dd-man-yyyy)
|Security Clearance: || j | Pay Grade: ‘I j
‘ People Involved I
I Create SUBJECT
‘ Last Name: || | First Name: ‘I | Middle Init: || ]
‘ Subject Type: || j | Person Sub-Type: ‘I j |
‘ Gender:" _'J | Age:‘l | Hair:|| _'J
‘ Height: || | Eyes: ‘I j | Race: || j
‘ Weight: || | Languages: ‘I j | —
‘ Identifying Marks: || | Place of Birth: ‘l !Date of Birth: || (dd-mon-yyyyd | ———
‘Security Clearance: || j ‘ Pay Grade: || j [—
‘ Position: || ‘ Duty Status: || j I
‘ Unit and Station Assignment: ‘I _—
= —
Description: [ ]
E
| SUBJEGT Address
‘ Address: || ‘ Phone Number: ||
‘ || ‘ Phone Number: ||
‘ City:|| | State:‘l j | Zip:||
\ SUBJECT Property
‘ vehicle Type: || j | Make: ‘l | Model: ||
‘ Color: || |License/Tag Number: ‘l |

y
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Creating A New Version Of The Report

IRS Front Page List Search Reports

|Report #: 20031017-00018-00001 [
|0rqanizatinn: SamM |

Lk Subject Title: Arson

If new data is

| Serious Incident Report - Edit

. WHEN
0] bta| n ed ab (0] Ut th e * Date of Incident: [17-0CT-2003 | (dd-Mon-yyyy) | Time: | ¢24hrmny  [EST 5]

From: !l (dd-Mon-yyyy) | To: ||
Report, a new o
vers I on can b e * Division: [540 7] | * District: | Sam 7]

City: |IMDb\|E | State: || AL j
Ccr eatEd . Project: [LORAIN HeRBOR, OH 7] |0ther Location Details: |
Owned By: || USACE j | Property Type: || Operational Area j

N ew d ata can b e Latitude: [31.0032 | Longitude: [15.435001

Get Location
Get GIS Location |
WHO
Subject: 1 Victim: 0 | Witness: 2 Property: 1
Subject Add New
1. Jim J Wilson

added to or
removed from the
previous version.

An Additional
number will be
assigned to the
Original report
number to indicate
the new version.

victim Add New
Withess Add New

1. Robert Doss
2.

Property Add New
1. Mohile District Office - Mobile, AL
WHAT

Category: |1 | Incident Type: |* IArsun j

Incident Sub Type: |* IGU\remment Property j | Attributes: |

Has this incident or similar incident occurred before in the same location? |INU j

Cuirnmnanems nf Tncidnntc

Attachments can
be added.

l:',l'
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Search can be
performed based

on several items.

*Text

*Report Type
*Status
eIncident Type
Division

*District

*Project

eData Type

«Date Range

Simple Searchnes

Division

Project

Date Type

1S Front Page List Dynamic Search Reports

Report Simple Search

FOUO/LES
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Archiving Report

ARCGHIYE SERIOUS INCIDENT REPORT

Report #: 520030709-00001-00002 Incident Type: Traffic
Incident Sub Type: Drunk Driving

Serious Incident Report
WHEN

Date of Incident: | Time:|

Division ) District:
Gity:|Tes Stat
PI’D]ECt | Other Location Details: |
Owned By: By: Property Type:
Latitude: Longitude: |

 Any released or
closed report can
be archived

« The report will be
added to the
archived list

WHO
\ Subject: 0 | ¥Yictim: 0 Witness: 0 Property: 0
WHAT
Category Incident Type: |Traffic
\ Incident Sub Type Attributes:
1Has this incident or similar incident occurred before in the same location? [NO

 All archived
reports can be
searched for

Summary of Incidents
Remarks
Publicity
Commander Reporting
Commander Reporting Name: |
Rank: Phone:
Point of Contact
\ Point of Contact Name
\ Rank: | Phnne:|
Recommended Corrective Action
File Attachments

version Modifications
Yersion Fields that Chanaed

FOUO/LES



Recent Examples of TSIs

Individual in a truck taking several photographs with a
telephoto lens of the US Army Corps facility, to include a
photo of the security guardhouse.

Two individuals driving a Budget rental truck in public use
area overlooking a dam. An FBI background check of the
two returned a report on one of the individuals for
inquiring about a lake operation in California.

Suspicious individuals taking photos
below the dam and powerhouse at
Harry S. Truman Dam and Reservoir
in Benton Co., Mo. Individuals were
driving in a rental car from the KCI
airport. Driver had no SSN and was
driving on a suspended Kansas

| — drivers license.
b -m‘ SR ALl ) % .‘.‘ i 4
Subject taking pictures of Blakely Dam Hydro-Electric Facility and all

surrounding areas on the east directly towards the Hydro-electric Facility.
Subject was measuring distances.

FOUO/LES



[SI Trends

[

TR A,
A EiN
P = A

« Past a”r.]d present reporting shows LRD, MVD, and SWD as having the
highest incident reporting rate.

« MVD and LRD have significantly more locks and dams connected
with the Mississippi river and the Ohio river.

« There tends to be a notable number of surveillance reports which
involve rental vehicles. rouo/LEs




Who Is Listening?

*Over 400 TSI reports since OCT 01
*Four reported in DITSUMs
*Three FBI cases opened

*Periodic briefings prepared for DHS
— President Briefed
— Secretary Ridge Briefed
— Department of Interior Briefed

FOUO/LES



US Army Corps
of Engineers

ISI Dissemination. 7SI Mapper

1) Ranger sees Suspicious Incident

2) Ranger sends repoct to District

or Div Security Manager _

3) Report is released for view via
email alert

SR CIORCR-)

» ‘ *DHS
3) HQ Analysts may release to TSI
Mapper for HLS community view JITF-CT
*NORTHCOM

FOR OFFICIAL USE ONLY
*JTTFs



Us iflly_ orps
of Ef -“‘*n"
LW

- 1

# lis

 Web-based tool to
search and display
geospatially,
USACE TSI
reporting (TSI).

« Base maps, search
tools, filters, etc.
on a GIS platform;
all helpful
analytical tools.

 Continuing to
build--better data,

Internet TSI Mapper

Mavigation  Administration  Reports  Help  LogOut

) = Map Layers
-E U Base Maps
I_] Boundries
I_] Ernergency Mgt
‘I Intel Reports
LW TSI

LA values -1

O Bomb Threats

B Elicitation

B Over Flights

O suneillance

B suspicious Activies/Incidents

Mavigation Administration Reports Help LogCut

DPYOLL -

2 E!I\_qap Layers
F_] Base Maps
-1 Boundries
A =0 Emergency Mgmt
E Trtel Reports
LW Ts1

i Bornb Threats - I

O Bomb Threats

B Elicitation

B Over Flights

O suneillance

B Suspicious Activies/Incidents
B Tests of Security

B Unknown

B Weapons Discovery

e —— —
0 570 740 1110 1460

DAROLL

ket 11, 2003
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Internet TSI Mapper

Mavigation  Administration  Peports  Help  LogOuok
Zoom in and out; get helpon [ ==
site; print report; get specific | || SMap Layers

BT ) . F_]pase Maps
REesWIs AT = P
| ten, |nformat|or]__9n rgpprt. | & Boundries

i % : #-__1 Emergency Mamt

Er {2 Intel Reports

“View

Base Maps/Layers

. 8

Filter by TSI incident type

m
W 2
A
vl

Bomb Threats

Elicitation

Ovwer Flights

Surveillance

Suspicious Activies/Incidents
Tests of Security

Unknown

\
EEEENEDEEQO

Weapons Discovery

Incident Types

FOUO/LES



 Query/Search
capabilities;
results will be
displayed, then
user can click the
results to view
report (s).

 |nformation can be
printed if desired.

* A particular item
on the map can be
queried by clicking
the Information
tool and then
clicking the map
item (colored block
or icon).

akion

DPPOLL

IS Mapper-Query Results

Administration  Reports

avigation

“Resulfs

Help  LogOut

Administration  Reports  Help  Logout

O

\ Multipls Records

mbumb threat recieved over hiatine Radio
Bromb Bomb threst st T.J Cbrien Lock and Dsm
Broimb fverhel Bomb threst vis Matine Radio,
BombBomb threstto L&D via & barge.

FOUO/LES

Incident Type:
Incident Date:
Creator Date:  21-MAR-03
Location:

Description:

Summary:

Remark:

Publicity:

Credible;

= Map Layers

#-C1Base Maps

ECI Boundries

ECI Ernergency Mgrnt

E1H Intel Reports
LM TEl

: | Bomnb Threats - I

Bomb Threats
Elicitation
QOver Flights
sunveillance

Suspicious Activies/Incidents

Division:
BOMB THREAT
18-MAR-03

Release Date: 21-MAR-03

T.J. O'Brien L&D, Chicago, IL
Bomb threat recieved over Matine Radio.

Threat received Monday, 317103 at 2018 hours. Caller was non-
specific, and stated " 0'Brien Lock, 0'Brien Lock......Kaboom,
Kaboom™. Approxiamately 2 hours prior te this call, same
individual made same threat to Coast Guard Station Cal Harbor.
They evacuated the Station. Same Chicagoe Police responded to
both calls.

Police were concerned with how dark it is down main roadway
at night. There are no street lights down the entire road. They
suggested a light at every power pele to light the road up and
possibly cameras. The Coast Guard has also mentioned that this
caller might eventually follow through. Lock Master is
purchasing Barriers for the main entrance. The FBI has taken the
lead from the Coast Guard on this matter,

Hone



Click to Create a New Suggestion / Bug Repart

Marne Crate

 Werely on user
feedback for

Andy Callking S0-SEP-2003 ]
Dan Encinaz 01-OCT- 2003
Andy Callkins S0-SEP-2003 |

Dan Encings | 01-OCT-2003

producing a
superior product

Personal Details

Hame

« We continuously
refine our system
to maximize its

E-mail address
Date
Problem

Short description

Full dlescription

IS Mapper-Feedback

Short Drescription _l Servetity Priatity Resolved [ Resolved B ._ [rate Resolwed l_ModiFy'_

Add TSI Mumnber to report 4 Must Fize Mo . = y

TEl search capahbilties Lizahility - o ;?
Search by state and incident type - Wtust Fic bloy = |

Datn inventory information Lisahility - o

Bug Reporting/Suggestion Form

QCTOBER -17-2003

Describe how to replicate the problem

performance.

When I ...

Describe any workarounds you have found

;I To replicate the problem ... ;I

Describe how you would like the application to function

Severity
(4] Uzakilty problem
B ARnoyance

' Cosmetic problem
Softeare and Hardware

To get rid of the problem ...

Ideally this should ...

Priority
' Must be fixed s soon as possible
' Must fix

' Fix it time aloves

Create Incident |

What kind of browwzer are you using? | Internet Explorer 6.0 ;I What kind of opersting system are you using? IWiNdDWS 'I

FOUO/LES



Our Objectives, Goals and Visiorn

US Army Corps
of Engineers

B808RR

*DHS
» Awareness, Education, Policy and Procedure Campaign JITE-CT
» PDA/Wireless input down to Ranger Level *NORTHCOM
» Expand Base Maps, content and continue to modify *JTTFs

22 May 2002 FOR OFFICIAL USE ONLY



usamycoms  OUI Objectives, Goals and Vision

of Engineers

R it
SFSR Q @K LR i@rNAl

| ocal & State
Dam Owners

«State EM
Teams

pA0eAL

*DHS

* FEMA
JITF-CT
*NORTHCOM

*JTTFs

e [ everage existing USACE technology; make available for State and
Local use.

PpRere

e Mirror TSI system, Mapper on Internet, behind website
Interface...perhaps DAM ISAC.

FOR OFFICIAL USE ONLY



US Army Corps
of Engineers

Your Questions Please

Anady calkins
ISCB, US Army Corps of Engineers
HO, Washington, DC
(202) 761-5877r
mark.a.calkins@hqgOZ2.usace.army. mil

22 May 2002 FOR OFFICIAL USE ONLY
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